Internet-based attacks have become prevalent and are expected to increase as technology ubiquity increases. Consequently, cybersecurity has emerged as an essential concept in everyday life. Cybersecurity awareness (CSA) is a key defence in the protection of people and systems. The research presented in this article aimed to assess the levels of CSA among students at a private tertiary education institution in South Africa. A questionnaire tested students in terms of four variables: cybersecurity knowledge; self-perception of cybersecurity skills, actual cybersecurity skills and behaviour; and cybersecurity attitudes. The responses revealed several misalignments, including instances of "cognitive dissonance" between variables, which make the students potentially vulnerable to cyber-attacks. The findings demonstrate the need for targeted CSA campaigns that address the specific weaknesses of particular populations of users.
Introduction
As is widely reported in the media, cyber-attacks are increasing in quantity and sophistication (Symantec, 2013) . In most cases it is the weakest link in cybersecurity -the human element -that is the target for the increasing number of online criminals who are perpetrating an ever-greater variety of cybercrimes. The need for cybersecurity awareness (CSA) campaigns is thus undisputed, as these remain the first line of defence in providing employees and stakeholders with the knowhow to interact safely online. International cybersecurity best practices advocate for CSA, and this filters into organisational policies and standards. An example in the education sector is the cybersecurity awareness campaigns and material provided by Educause (2017) . Countries such as Australia, Canada, the UK and the US have implemented CSA campaigns supported by national committees and strategies (Cyber Aces Foundation, 2014; Office of Australian Info Officer, 2014; Rosewarne, 2013) . Compared to these countries and others in Africa such as Mauritius and Kenya, South Africa has been found wanting in its CSA efforts (Doyle, 2015) .
In South Africa, section 51(6) (g) of the draft Cybercrimes and Cybersecurity Bill specified that there is a need to (Minister of Justice and Correctional Services, 2015) :
(ii) promote and provide guidance in development and implementation of situational analysis and awareness campaigns concerning the risk environment of the South African cyberspace; (vi) cybersecurity training, education, research and development programmes amongst other initiatives.
For the purposes of this article, cybersecurity is defined as the protection of cyberspace itself, of the tangible or intangible technologies that support cyberspace, of electronic information, and of the users in their personal, societal and national capacities (Von Solms & Van Niekerk, 2013) . Awareness is conceived of as comprising knowledge, self-perception of skills, actual skills and behaviour, and attitudes, and the interrelationship among these elements.
In August 2014, it was reported that Russian cyber-criminals compromised 500 million email addresses and 1.2 billion passwords and usernames (BBC News, 2014) . In April 2015 the names and social security numbers of approximately 280,000 AT&T US customers were sold to various third parties after being stolen by employees at call centres in the Philippines, Mexico and Colombia. As a result, AT&T was fined USD25 million by the US communications regulator, the Federal Communications Commission (Ruiz, 2015) . In the same month, hackers allegedly from Islamic State compromised the social media pages and website of French television network TV5Monde, and disrupted the broadcasts of all 11 channels (Ashford, 2015) .
The South African economy lost approximately ZAR1 billion in 2014 due to identity theft, of which there were approximately 4,000 reported cases (Compuscan, 2014) . Insufficient awareness around cybercrimes is a possible reason for the South African Banking Risk Information Centre (SABRIC) reporting that over ZAR2.2 billion was lost in 2013 due to online fraud, identity theft and scams (BusinessTech, 2014) .
Students are considered one of the computer-user profiles that is most vulnerable to cyber-attacks, as they are often careless and sometimes reckless in their computer usage and spend copious amounts of their time using technology (Aliyu, Abdallah, Lasisi, Diyar & Zeki, 2010) . The persistent psychological need to remain connected via an increasing variety of electronic devices further exposes individuals to online risks (Mochiko, 2016).
There have been very few studies of CSA in South Africa, even fewer focusing on students attending South African public tertiary institutions, and, before this study, no studies of CSA among students at private tertiary institutions could be found. The research presented in this article, which was conducted for a Master's dissertation (Chandarman, 2016) , sought to fill this gap by investigating the private tertiary students' online activity, and their knowledge, self-perception of skills, actual skills and behaviours, and attitudes, as they relate to cybersecurity issues. Among the aims of the research was to determine the degree of necessity of an intensive, focussed CSA training and education campaign tailored to the needs of the audience, as opposed to a general awareness campaign that is common to all audiences. The subject matter included in the survey, in order to evaluate the students' CSA, included: password management, cyberbullying, social engineering (including phishing and online scams and fraud), malware, identity theft, and general secure behaviour (e.g., downloading and sharing "pirated" film and TV content, using pirated software).
Literature review and analytical framework
An adapted version of the theory of planned behaviour (TPB) framework was used for the study. The TPB framework, originally proposed by Icek Ajzen, was found to be suitable because it has been used in investigating individuals' ethical behaviour and decisions in respect of adoption of, and compliance with, computer security measures (Ifinedo, 2012; Lee & Kozar, 2005; Leonard, Cronan, & Kreie, 2004) . However, the TPB framework does not explicitly consider the case for CSA, and therefore it needed to be adapted. To adapt the framework, previous studies on CSA were considered, in order to determine necessary CSA variables and possible relationships among the variables. These earlier studies also formed a baseline against which the results of this study could be compared. Furnell, Gennatou and Dowland (2002) found that organisations and individuals were unsure as to what they should be doing to improve their cybersecurity or how to achieve this, despite acknowledging that it was an issue that needed to be addressed.
The key to providing clarity, according to the National Institute of Standards and Technology (NIST, 2003) , is CSA training and education. In addition to providing direction on security policies and how to properly use and protect IT resources and information, NIST SP 800-16 (1998) indicated that all employees in every organisation should have a basic literacy and awareness of information security. A range of topics for CSA training were suggested in NIST SP 800-50 (2003) : data backup, malware protection, web usage, email and attachments, password usage and management, and social engineering.
A study by Rajan (2010) investigated the relationship between the likelihood of users falling victim to phishing (a form of social engineering which uses emails to maliciously solicit information from computer users, such as login or financial account details) and their awareness of the topic. The study concluded that people fell victim to phishing despite having knowledge and understanding of the importance thereof. This was attributed to incorrect behaviour patterns regarding online security. The use of simulated phishing emails to generate user awareness was investigated by Dodge and Ferguson (2006) . Their study intended to assess the awareness levels of students at the United States Military Academy in order to inform their awareness programme. The study found that conducting the exercise, in addition to aiding them in tailoring their awareness drive, itself increased awareness. A similar study by Steyn, Kruger and Drevin (2007) , focusing on higher education staff in the Western Cape Province of South Africa, found that email security considerations should be prioritised for education and awareness activities. These studies illustrate that both correct awareness and correct attitudes are essential in addition to knowledge in promoting secure behaviour online. Mishra (2014) found that many users exhibit a misperception that an installed anti-virus programme is sufficient to prevent compromise of their computers, and that a number believe that firewalls are the same as anti-virus applications.
An advanced cyber-espionage campaign employing both malware and social engineering to target governments, journalists and businesses in Southeast Asia and India over a 10-year period was discovered by FireEye in April 2015 (Lennon, 2015) . The Heartbleed vulnerability was disclosed and made news headlines as the biggest security vulnerability in the history of IT in April 2014 (Mitre, 2014) . Later that month, users were advised to use an alternative to Internet Explorer due to a severe vulnerability in the browser where malware could be unknowingly installed via webpages browsed (Rosenblatt, 2014) . In September 2014 a number of distributed denial of service (DDoS) attacks and Botnet activity were recorded globally within an hour of the ShellShock/BashDoor vulnerability being disclosed (TroyHunt, 2014) . These incidents illustrate the necessity of awareness regarding the need for patching and updating of machines, in addition to the need for awareness regarding phishing and social engineering, in order to protect against sophisticated attacks, ransomware, and other attacks.
A study by Pramod and Raman (2014) found that students in higher education are not ignorant of security concerns regarding smartphones, but at the same time are not fully aware of all the security risks and necessary security practices. Pretorius and Van Niekerk (2015) recommended training and awareness campaigns after finding vulnerabilities in industrial control systems due to users' insecure password management, unapplied software patches, and outdated or uninstalled anti-virus and malware protection. These studies further illustrate how there can be misalignment among cybersecurity attitudes, knowledge, and behaviour.
Victims of identity theft may suffer heavy consequences, including damaged credit scores and financial charges ( Janssen, 2014) . Wlasuk (2012) found that if identity information data held by higher education institutions was sold on the cyber black market, they would potentially be worth billions of dollars. A 2014 Kaspersky and B2B report found that South African Internet users generally had the misperception that cyber-criminals would see no value in their account credentials (MyBroadband, 2015) . An exploratory study of college students by Mensch and Wilkie (2011) found that a false sense of security, in relation to personal information protection, is created by the installation of security applications and tools. Butler and Butler (2014) concluded that South Africans consider convenience a higher priority over security, and that only 23% of South African users regularly change their passwords despite 70% indicating that they are aware that this is good practice. These findings show that knowledge does not necessarily translate into good practice. Kim (2014) found that many college students in the US did not participate in information security awareness training, even though they appeared to understand the need and importance of the training. Another finding of the study was that the students' security learning occurred piecemeal, from a number of sources, and that to develop sustainable secure behaviour they needed to participate more in focussed information security and awareness training. This again illustrates the potential for disconnections between good secure practice and having sufficient knowledge and understanding.
If security practices are too time-consuming or difficult, users will try to circumvent the controls in place, which may also reduce the effectiveness of previous and current awareness campaigns. Influencing strategies are required in addition to the knowledge transfer and awareness in order to positively alter behaviours and attitudes (Bada & Sasse, 2014) . Peltier (2005) found that a baseline of the cybersecurity perception levels, attitudes, knowledge and skill, and the relationships amongst these, are required to guide the training. Hagen and Albrechtsen (2009) concluded that an e-learning tool that they assessed was a suitable mechanism for the initial creation of common values and attitudes to build a corporate information security culture. Kaur and Mustafa (2013) investigated how information security awareness of Malaysian small and medium enterprise employees was affected by attitude, behaviour, and knowledge. The study found that attitude and behaviour had significant relationships with information security awareness, but knowledge did not. This is consistent with the findings of Bada and Sasse (2014) . Aliyu et al. (2010) found that, among Malaysian IT and education students, IT usage was affected by attitudes and perceptions towards computer ethics and security. Bakar, Chang and Saidin (2013) investigated e-commerce consumers' practices, knowledge and attitudes, and found that there was little knowledge or education regarding legal provisions, and that fostering better behaviours and attitudes was required to mitigate the likelihood of the consumers falling victim to cyber-criminals. Aliyu et al. (2010) found that university students in Malaysia were major violators of computer ethics and security, as they were often reckless when posting content and browsing and were frequently involved in illegal usage via sharing and downloading of counterfeit software, TV series and movies. Due to a range of factors including laziness and economic standing, the students were found to not be practising safe computing in general (Aliyu et al., 2010) .
The general consensus that emerges from the literature is that training and education are key initiatives to generate CSA and ameliorate poor online security behaviour. The studies considered in the literature also suggest that knowledge, self-perception of skills, actual skills and behaviours, and attitudes, are all relevant to assessing CSA, and that knowledge alone is typically not sufficient to ensure CSA, i.e., knowledge is often a weak variable. Accordingly, our adapted version of the TPB framework investigated CSA via focus on relationships among four core variables: (1) knowledge, (2) self-perception of skills, (3) actual skills and behaviour, and (4) attitudes.
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Figure 1: The TPB framework adapted to the CSA study 3. Methodology The study followed an exploratory approach, using non-probability sampling. The study site consisted of three campuses of a private tertiary education institution in South Africa's KwaZulu-Natal Province, and a convenience sample of students was taken (i.e., those who attended lectures at an appropriate time for the researcher to gather data).
Data were collected via a questionnaire that received a total of 1,231 responses over two semesters (528 respondents online in the first semester, and 703 respondents for the paper-based questionnaire in a second semester). The results were analysed using the SPSS statistical software package, employing: descriptive statistics to assess individual topics and variables; Pearson Correlation and chi-square to assess relationships among variables; and Cronbach Alpha to assess significance.
A high-level outline of the questionnaire is as follows:
• section 1: The student's demographic information • section 2: the student's online usage • section 3: the student's cybersecurity knowledge • section 4: the student's self-perception of cybersecurity skills • section 5: the student's actual cybersecurity skills and behaviour • section 6: the student's cybersecurity attitudes
The focus of this article is on the data generated by answers to questions in sections 3 to 6. 
Findings

Cybersecurity knowledge
The "knowledge" category (section 3) offered students multiple-choice-format responses to factual questions regarding the six cybersecurity matters that were the focus of the research. Only one answer for each question was accepted as correct. The student responses were recoded numerically in binary fashion: as "2" if they answered the question correctly and "1" if they got the question wrong or indicated that they did not know answer. Frequency analysis was then conducted for the responses to each question. Figure 3 provides the frequency analysis.
Of note in Figure 3 are the significant lack of knowledge of what phishing is (56% answered incorrectly or did not know), and the significant lack of knowledge of the purpose of anti-virus software (43% answered incorrectly or did not know).
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Figure 3: Students' knowledge of six cybersecurity matters (N = 1188, 1197, 1193, 1191, 1182, 1196) Table 1 below shows the section 3 responses prior to binary recoding. Approximately 38% of respondents selected "I do not know" for the phishing question, and 41% of respondents thought that anti-virus software was protection against "every possible attack". The findings shown in Table 1 suggest that that the respondents' knowledge levels in respect of phishing and anti-virus software were inadequate. Such knowledge deficits can lead to unsafe practices, and can be exploited by cyber-criminals.
Self-perception of cybersecurity skills
The results from the section 4 on self-perception of cybersecurity skills are presented in Table 2 below. The section consisted of six statements -one for each of the six cybersecurity matters that were the focus of the research -to which the respondent was asked to indicate her or his level of agreement based on a five-point Likert scale (1 = "strongly disagree", 5 = "strongly agree"). .035
* "downloaded" in this context referred to content downloaded illegally without paying for it (i.e., "pirated" content)
A Cronbach Alpha test was done on the responses to all six statements, yielding a result of α = 0.668. Since this figure was less than 0.7, the test was therefore recalculated with question 4.6 excluded, resulting in an acceptable score of α = 0.707.
The first five statements generated a mean score > 3 and a p < .0005, indicating a significant level of agreement with the statements. Thus, overall, the students exhibited generally favourable self-perceptions of their cybersecurity skills. However, at the same time, four of the statements received a large percentage of neutral responses: the phishing (32%); malware, scareware and spyware (31%); cyberbullying (37%); and sharing downloaded movies and TV series (35%) statements. These neutral responses implied that the students in question had not developed an opinion or stance on these areas, suggesting a lack of comprehensive CSA. Table 3 below shows the seven scenarios respondents were asked to respond to in part B of section 5 of the questionnaire, which was focused on determining the students' actual cybersecurity skills and behaviour. Part B focussed on responses to scenarios, whereas Part A focussed on self-reporting of behaviour. 
Actual cybersecurity skills and behaviour
5.13
The mouse cursor on your screen starts to move around on its own and click on things on your desktop. What do you do? a) Call someone so that they can see. b) Disconnect your computer devices from the network/ internet. c) Unplug your mouse. d) Turn your computer device off. e) Run your antivirus. 
5.16
If someone searches for information about me on the internet, they would find: i. My name ii.
My photograph iii.
My telephone number iv.
My home address v.
My bad habits (and things I would be embarrassed about) vi.
Pictures of my holidays vii.
My family members a) All of the above. b) 2 to 3 of the above. c) 4 to 5 of the above. d) A few of the above. e) None of the above.
5.17
Which one of the following situations will allow a "hacker" to install a program on your device that makes it automatically send out tons of spam email from your device without your knowledge? (N = 1166, 1194, 1149, 1188, 1169, 1167, 1124) Notable findings shown in Figure 4 are the large percentage (76%) of unsafe responses regarding opening a screensaver received from a friend (question 5.14), the large percentage (68%) of only partially correct (i.e., only partially safe) responses regarding response to a bank phishing email (question 5.11), and the large percentage (56.1%) of only partially correct responses to the question regarding updating of software (question 5.12). All these findings indicate unsafe cybersecurity skills and behaviour.
The Cronbach Alpha test was calculated, with questions 5.5 and 5.10 excluded as they were inverted, i.e. negative questions. For the remaining five questions, a result of α = 0.766 was returned, indicating a high reliability. The Chi-square analysis (shown below in Table 4 ) for the whole group indicated that certain responses showed significant results. For example, the only partially correct responses for question 5.11 were significant (χ2 (2, N = 827) = 765.666, p < .0005. 
Cybersecurity attitudes
The responses to the questions on cybersecurity attitudes (section 6 of the questionnaire) are presented in Table 5 below. Generally the results were encouraging, as students indicated generally low levels of agreement with the statements, all of which were statements for which agreement would represent a potentially unsafe/ harmful attitude. The one worrying exception was in the responses to question 6.1, where students exhibited an overly trusting view towards content sent via email from the email accounts of their friends -a level of trust that could make the receiver susceptible to malicious content.
Reliability for the eight questions in section 6 was tested using Cronbach Alpha, which returned α = 0.713. It can therefore be concluded that the responses were consistent and a reliable measure of respondent attitudes towards the six cybersecurity matters. * "download" in this context referred to downloading of "pirated" film and TV content (i.e., content acquired illegally, without the required authorisation obtained or payment made)
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Analysis
Misalignments in relationships among CSA variables
With respect to phishing, correlation results illustrated weak negative relationships between student self-perceptions of skills and (1) their actual skills and behaviour, and (2) attitude, on the matter. This indicates that while the students had a favourable perception of their security protection and their skills in this area, their actual skills and behaviour, and attitudes, were not as safe as their perceptions implied they were.
In respect of pirated content, while most students reported actual skills and behaviour suggesting they engaged in piracy, most at the same time also held the correct attitude towards pirated content, i.e., the attitude that it can be dangerous. This indicates students will engage in behaviour even though they know it is wrong.
Similarly, in respect of cyberbullying, despite a majority of students reporting favourable self-perceptions of skills and behaviour for avoiding cyberbullying behaviour when posting messages online, the majority also gave attitude responses indicating a potentially harmful attitude towards posting offensive pictures and messages.
For passwords, most students reported an attitude that it was difficult to remember complex passwords and so they used simple ones like their names (question 6.5), a potentially harmful attitude. Yet, at the same time, for the majority, the self-perceptions of skills and behaviour suggested they had strong passwords (question 4.5), results in the negative correlation (r = -.196, p < .0005). These are clear contradictions and disconnects among responses to the CSA variables.
To determine general correlations between the four variables -knowledge, selfperception of skills, actual skills and behaviour, attitudes -based on data from all the questions on the six cybersecurity topics, Pearson Correlation Coefficients were calculated for each, as presented in Figure 5 . It can be seen in Figure 5 that there are positive correlations amongst knowledge, selfperception of skills, and actual skills and behaviour. The strongest positive correlation is the relationship between self-perception of skills and actual skills and behaviour, with the other correlations having relatively low values. This indicates that knowledge, selfperception of skills, and actual skills and behaviour, have positive, albeit small, impacts on each other. Meanwhile, all three of these variables are negatively correlated with attitudes, which is to say that: the more correct the attitudes, the lower the levels of knowledge, self-perception of skills, and actual skills and behaviour appear to be. The strongest negative correlation is between knowledge and attitudes, indicating that poor knowledge results in a good attitude, or vice versa. These negative correlations indicate a form of cognitive dissonance.
The dilemmas of cognitive dissonance on CSA matters We saw above, in the "Findings" section and in the first part of this "Analysis" section, that: there are shortcomings in some areas of the students' cybersecurity knowledge, actual skills and behaviour, and attitudes; and in some of the cybersecurity areas for which the majority of students had strong self-perception of skills, the majority at the same time showed evidence of weak actual skills and behaviour, which implies a false sense of security. This misalignments and disconnects are concerning, and they were exhibited, in particular, in respect of the topics of (1) cyberbullying, (2) password security, (3) identity theft, and (4) phishing. It is thus evident that there are shortcomings in the CSA of many of the private tertiary students surveyed.
One of the most concerning results in the knowledge category (see Figure 3 and Table  1 ) was that over half of the students reported a weak understanding of phishing. And adding to the worrying nature of this finding was the fact that, at the same time, the majority of students gave a contradictory self-perception answer on the same topic, by indicating they are confident in being able to identifying a phishing email. This finding aligns to findings of the study by Kaur and Mustafa (2013) , which concluded that there is no significant relationship between knowledge and true information security awareness. Similarly, Bada and Sasse (2014) reported that knowledge alone is insufficient for true awareness. Phishing attacks are becoming more prevalent, resulting in increased media attention on the topic, and increased attempts at education and awareness. Yet the CSA messaging in respect of phishing does not seem to be reaching the students, or they are ignoring it. This situation is precarious, as the results indicate the students have a false sense of security, which may make them more susceptible to falling victim. Parbanath (2011) found that consumers exhibited a large degree of concern over the disclosure and protection of their personal information, yet at the same time, in contradictory fashion, had limited knowledge of the relevant legislation. The students surveyed in this research appeared to exhibit an analogous contradiction: concerned about phishing yet not managing to acquire the necessary knowledge. This confirms that knowledge alone is not enough, and that it needs to be combined with training, as in the phishing simulation exercise by Dodge and Ferguson (2006) .
The majority of students professed to the correct actual skills and behaviour on phishing by agreeing that they will not open suspicious email attachment, which corresponds to their self-perception that they can identify phishing attempts. But as discussed above, this does not correspond with their knowledge. Rajan's (2010) study found that those with knowledge and understanding of phishing still fell victim. And in spite of the widespread attention that phishing has received in recent years, a 2014 study by the University of California and Google reported that phishing attempts still succeeded 45% of the time (Beres, 2014) .
The students surveyed seemed clearly to have a false sense of security. In the actual skills and behaviour section of the questionnaire, some of the answers provided were partially correct (e.g., the students would verify with the bank regarding a suspicious email). However, South Africa's banks, and awareness initiatives by SABRIC (2015), have clearly indicated that banks will not request details by email. Therefore the most clearly correct answer was to ignore and immediately delete the email.
Another worrying result was that over 40% of the respondents gave the view, in the knowledge section of the questionnaire (see Table 1 ), that an anti-virus program is sufficient protection against all possible attacks, and that, accordingly, they were well protected while online. This finding is consistent with Mishra's (2014) study, which reported that most computer users consider anti-virus software as adequate protection and think that firewalls and anti-virus software are the same (though modern Internet security applications do often include firewall functionality). Mensch and Wilkie's (2011) findings also indicated that a false sense of security may be gained by the installation of security tools, when in fact there is still vulnerability to other attacks such as identity theft and phishing.
In addition to their positive self-perceptions of skills in respect of phishing and antivirus tools, the students also exhibited confidence in the strength of their passwords. Yet the students reported that it is too difficult to remember complex passwords so they stick to easy ones, and that they find changing passwords a waste of time. These are insecure behaviours. NIST SP 800-50 (2003) recommends regular changing of passwords, different passwords for different systems, as well as a minimum degree of password complexity. This should be enforced by CSA training (McCrohan, Engel, & Harvey, 2010) . On a more positive note, the students confirmed their passwords should be kept secret. This contradicts the findings from the study by Steyn, Kruger and Drevin (2007) , who found that over half the staff surveyed were happy to give out their passwords. As Steyn, Kruger and Drevin's (2007) study is more than 10 years old, we can perhaps assume that there has been some improvement in awareness of the need to keep passwords secret. Combined with the fact that the students considered it unacceptable to use the institution's network for messaging and social media, it could also indicate a link to heightened desire for privacy or secrecy.
The students also generally indicated positive self-perception in respect of not allowing themselves to fall victim to cyberbullying. However, research has found that sometimes perpetrators do not realise their actions are cyberbullying, and, at the same time, incidents often go unreported by the victims (Oosterwyk, 2010) . This may to some extent explain the respondent students' perception that they would not fall victim to cyberbullying.
Overall, positive self-perceptions were reported by the students for the various cybersecurity issues. Such confidence is misplaced when not linked to correct knowledge, actual skills and behaviour, and attitudes.
In respect of actual skills and behaviour, the responses indicated that the students allowed for system and anti-virus updates, downloaded from reputable sites, checked their privacy settings, and were careful about entering personal information and what they posted online. These results indicate secure behaviour, which is consistent with Pramod and Raman's (2014) study which found tertiary education students are familiar with broad security issues. However, at the same time, there was a high percentage of incorrect responses for skills in dealing with suspicious files (76%) and dealing with situations when a hacker gains access to a computer (43%).
For the attitudes category, the most significant and strongest result was that students agree that they would not receive scams or malicious emails from their friends. This is a potentially harmful attitude, as most friends share jokes and funny/interesting videos and images with family and friends, and these attachments are possible delivery mechanisms for malware. Malware could thus be unwittingly transmitted. Therefore this trust is misplaced. Also in respect of attitudes, the students correctly disagreed with the statements: that it is acceptable to post offensive pictures and bad messages about their peers; that it is time-consuming and annoying to update security software; that they turn off security settings; that patches and updates are not required; and that it is acceptable to download movies. The rejections of these statements represent appropriate cybersecurity attitudes. However, several of these responses do not align with the students' actual skills and behaviour. It would seem that, to some extent, the students know what the acceptable norms are, but are willing to forgo following many of the norms at personal level. This is one of several instances of apparent cognitive dissonance revealed by the findings.
Conclusions
Cognitive dissonance in respect of cybersecurity matters -of the sort displayed by the students who were the respondents in this research -is a phenomenon that is targeted by cyber-criminals (Kritzinger & Von Solms, 2010) , indicating that the students are vulnerable to cyber-attacks.
The number of potential victims can be reduced by increasing CSA (Department of Communications, 2013), making cybercrime less profitable. This cognitive dissonance found to be present among the students is a vulnerability that cyber-criminals exploit regularly, and indicates the need for a targeted CSA intervention to address the shortcomings of the specific population. The findings also suggest that generic awareness campaigns are no longer sufficient, and that an assessment of a target population is required to first identify the population's CSA shortcomings prior to designing the awareness campaign.
As CSA is a common issue affecting all computer and Internet users in South Africa, awareness levels in the country need to be assessed by surveying a large spectrum of the population. In order to achieve a baseline of CSA in South Africa, a "generic" CSA survey should be designed to be applicable across population segments, organisations, demographics and economic groups. The baseline data can be used over a period of time in larger longitudinal studies to monitor the effectiveness of implemented CSA initiatives. Deeper qualitative studies in CSA, investigating the underlying reasons and motives for specific users' knowledge, self-perceptions, actual skills and behaviour, and attitudes, also need be conducted to enhance understanding of the inter-relationships among these variables within various population segments.
